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Let’s meet our panelists 

•  Isabela Bagueros, Tor UX Team Lead  
•  Nathan Freitas of The Guardian Project 
•  Nick Mathewson, Tor co-founder and Network Team Lead 
•  Steph Whited, Tor Communications Director 



User Experience Team  



Make Tor Usable for 
Everyone 



Teams 
•  Applications 
•  Network 
•  Metrics 
•  Community 
•  OONI 

Users  



Users are YOU 



Our work is OPEN 



#23411: Create Styleguide 

styleguide.torproject.org 
https://trac.torproject.org/projects/tor/ticket/23411 







Coming Next  

New portals 
•  torproject.org (homepage) 
•  support.torproject.org 
•  dev.torproject.org 
•  community.torproject.org 



#24309: Improve how circuits are displayed 
to the user 
https://trac.torproject.org/projects/tor/ticket/24309	





Coming Next  

All this work/experience will also exist on Tor Browser for 
Android 
More experience changes: 
Security settings configuration experience 
Continue to improve onion services experience 
User Testing Program - identify new problems + test our 
solutions (hypothesis) 



ux@lists.torproject.org 
  

isabela@torproject.org 



Tor on Mobile  



Tor on Mobile  

•  Orbot & Orfox 
•  Adoption 
•  Features 
•  Evolution 

•  Haven 











Tor on Mobile 

•  Get involved  
•  IRC channel:  

#tor-mobile 
•  Have mobile skills?  



The Network Team  



What’s going on 
inside the program 
“Tor” 
•  Recent work  
•  Coming 

developments 

The Network Team  



•  Much better obsolete crypto  
•  No more enumeration attacks (the crypto is tricky; ask me 

how)  
•  Upgradable for the future 
•  Longer names 

Massive upgrade to onion services 







•  We've been working against an ongoing DoS attack since 
December or so 

•  Relays now support limiting requests from same/similar IPs  
•  We're much more careful with recovering memory 

Better denial-of-service resistance  



•  Directory	information	now	transmitted	via	diff...		
•  ...	and	compressed	better 

Lower bandwidth overhead 



•  Adventures	with	the	mainloop		
•  Learning	to	sleep 

Upcoming: Better mobile performance 



•  Probably	lattice-based		
•  Encryption-focused;	signatures	can	wait 

Upcoming: Postquantum crypto support  



Upcoming: Rust 

•  Tor	is	now	optionally	in	Rust		
•  More	optional	Rust	features	

coming		
•  Rust	will	be	required	

eventually		
•  Why?	 



You can help! 

•  Guide	in	tor	git	repository:		
doc/HACKING/
GettingStarted.md		

•  We	are	friendly	and	glad	to	
help! 



Community and 
Communications 



•  More frequent, regular communications  
•  New outreach initiatives, resources, and opportunities to 

connect   
•  New campaigns  
•  What’s next  

Community and Communications  





•  Comprehensive 
•  Community driven  

New Resource: Tor Relay Guide  





Come pick up a flyer from our table! 



New Opportunity: Mozilla Fellowship  



We’re hosting a Mozilla Fellow to: 
•  Support our current relay operators 
•  Encourage tech-savvy people to run relays 
•  Make the Tor network stronger and more decentralized 
•  You’ll have a bird’s-eye view of the relay community, 

understanding the technical, social, and legal aspects of 
being a relay operator.  

Learn more at our blog!  

Opportunity: Become a Tor Relay Advocate! 



•  Demystify onion services 
•  Share stories of how onion 

services are securing the 
web  

•  Encourage others to 
onionize their sites  

 
 

New Campaign: Onionize the Web  





•  More examples of people using onions for good  
•  More resources and opportunities for you to get involved 

and help others use and talk about Tor  
•  More blog posts from community authors  
•  Trying out Mastodon  

What’s next  



•  Stay connected with Tor on social media and subscribe to 
our newsletter: newsletter.torproject.org 

•  Hold a meetup  
•  Run a relay, encourage others to run relays, come pick up a 

flyer at our table!  

What you can do  



IRC: #tor-project 
 

 social: @torproject 



It’s time for questions!	

torproject.org 
torproject@lists.torproject.org 


