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Repair is a cornerstone of our 
environmental and economic 

future.
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Hacking Tractors for 
Repair

Using MITM Brute Force



Motivation

● Companies are locking diagnostics and commands behind proprietary 
code.

○ https://www.wired.com/story/john-deere-farmers-right-to-repair/

○ https://ifixit.org/blog/7192/john-deere-mess/

○ https://www.wired.com/2015/04/dmca-ownership-john-deere/

● Without access to information, repair becomes 
difficult.

● Tractor commands aren’t encrypted. We can view 
and copy them.

○ With a library of possible commands we can create our own 
tools.

https://www.wired.com/story/john-deere-farmers-right-to-repair/
https://ifixit.org/blog/7192/john-deere-mess/
https://www.wired.com/2015/04/dmca-ownership-john-deere/


Progress

● The CAN “language” has an open 
source handbook to help figure out 
commands

○ http://opengarages.org/handbook/

● Previous students have captured data 
packets and parsed some of them

○ https://tractorhacking.github.io/documentation/ 
has their results and instructions for how to 
pickup where they left off.

○ The last group improved data collection with 
PolyCAN

http://opengarages.org/handbook/
https://tractorhacking.github.io/documentation/


General Goals

● Define John Deere Tractor CAN commands

○ Expand on existing library

● Attempt to get a bench ECU (Engine Control Unit) working.

○ We bought one. Record signals from live tractor, play back on ECU 



Required Skills

● Minor knowledge of electronics

● Knowledge of oscilloscope & function generators

● Programming



Implications

● Help farmers around the world save time and money

● Learn how “Security through Obscurity” can be brute forced



Deliverables

● More CAN library commands

● Create oscilloscope symbol table

○ https://about.keysight.com/en/newsroom/backgrounders/CANdbc/

○ http://socialledge.com/sjsu/index.php/DBC_Format
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